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Abstract—Ciphertext-Policy Attribute-Based Encryption
(CP-ABE) is an advanced encryption method used across
various fields, including cloud storage, Personal Health
Records, Internet of Things, Internet of Vehicles, and
blockchain. However, challenges such as insufficient security
levels and performance issues in modern applications pose
significant drawbacks inherent to the CP-ABE scheme.
Previously, we studied Efficient Library for Pairing Systems
(ELiPS)-Based CP-ABE to enhance performance and
strengthen security level. This approach involved adopting
ELiPS as an efficient library for pairing systems. This study
increased the security level up to 128 bits and reduced the
computation cost, excluding the decryption process. The
decryption part primarily utilizes inversion in the Lagrange
coefficient part and pairing, which includes the Miller loop
and final exponentiation. Both the final exponentiation and
inversion are equivalent to the number of attributes. In this
paper, we further explore reducing the decryption process
time by minimizing the number of final exponentiations and
inversions. The effectiveness of the proposal is confirmed
through security and experimental analyses where the
decryption time in the proposed scheme decreased by an
average of 45.45% compared to previous work.

Keywords—Pairing-Based Cryptography, Attribute-Based
Encryption, Ciphertext-Policy Attribute-Based Encryption
(CP-ABE), Efficient Library for Pairing Systems (ELiPS),
ELiPS-Based CP-ABE, pairing

I. INTRODUCTION

Ciphertext-Policy Attribute-Based Encryption is a type
of advanced encryption scheme that allows for access
control based on specific attributes assigned to users and
data [1, 2]. CP-ABE finds applications in diverse fields,
including but not limited to cloud storage [3-5], Personal
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Health Record [6-8], Internet of Things [9-12],
blockchain [13-15], and other prominent fields [16-20].

Cloud computing has become increasingly popular in
our lives, with users storing a wide range of data in the
cloud. CP-ABE is commonly employed as a mechanism to
safeguard data in cloud computing [3-5].

The Personal Health Record (PHR) contains extensive
private information, including the user’s health conditions,
medical history, medications, and other personal details.
Recognizing the sensitive nature of PHR, CP-ABE has
been considered a suitable choice for access control and
safeguarding private data within PHR systems [6-8].

The growing proliferation of the Internet of Things
generates vast amounts of data, leading to an increased
emphasis on data access control in security [9-12]. CP-
ABE meets this demand by allowing data sources to
encrypt data while enforcing a security access policy
cryptographically.

Blockchain stands out as one of the most talked-about
technologies in recent years, ushering in a genuine
revolution in the financial sector. Its capability to offer
cryptographically validated transactions and data, free
from the influence of any third-party organization,
highlights its significance. Overall, blockchain technology
boasts key advantages, including decentralization,
persistence, anonymity, and auditability. To enhance the
security and privacy of data without relying on a third
party for control, CP-ABE has been integrated with
blockchain technology [13-15].

CP-ABE has various important applications; however,
the original CP-ABE based on the Pairing-Based
Cryptography (PBC) library has not been updated for a
significant time. The PBC library provides only an 80-bit
security level. Thus, PBC-Based CP-ABE has some
drawbacks such as performance issues and a lack of
sufficient security.
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However, Anh et al. [2] addressed these shortcomings
by proposing an ELiPS-Based CP-ABE scheme, which
enhanced security strength and increased performance.
Their work in [2] integrated ELIPS into the CP-ABE
framework. ELIPS serves as a foundation for
cryptosystems and offers a 128-bit security level. They
proposed several methods to improve the performance of
the CP-ABE [2]. The results indicated ELiPS-Based CP-
ABE enhanced the security strength and increased the
setup, key generation, and encryption speeds of the CP-
ABE system. Nevertheless, decryption processing in
ELiPS-Based CP-ABE remains a challenge due to its
heaviness.

Accordingly, in this paper, the authors aim to reduce the
decryption processing time of Anh et al.’s work [2] by
proposing methods to minimize the number of final
exponentiations and inversions. Through formula analysis,
the proposed scheme reduces 2n —1 times final
exponentiations and n — 1 times inversions. We also
conducted several experiments to assess the performance
of our proposed formula while increasing the number of
attributes from 5 to 100. Experimental analysis shows that
the decryption time in the proposed scheme decreased by
an average of 45.45% compared to previous work [2].

Some of the primary contributions of this study are as
follows:

(1) Transform the decryption equation to a Miller loop
and final exponentiation bases.

(2) The number of final exponentiations
proportional to the number of attributes.

(3) Transform the decryption equation by performing
final exponentiation only once at the last step.

(4) The count of inversion operations in the Lagrange
coefficient function is minimized by employing a
single inversion operation.

is

Il. RELIMINARIERS

This section, we first introduce background information
on arithmetic operations over elliptic curves, hash-to-
curve, and pairings, which play a vital role in the CP-ABE
scheme. Next, we present the Discrete Logarithm Problem
and Elliptic Curve Discrete Logarithm Problem. Then, an
overview of the ELiPS-Based CP-ABE algorithm is also
introduced.

A. Arithmetic Operations over the Elliptic Curve

An elliptic curve E of short Weierstrass form defined
over [F,m is presented as follows [21]:

E:y?=x%+ax+b, €h)

where a and b are coefficients satisfying following
condition:

4a® + 272 # 0. )

Let r be a prime integer of number of points on E given
as #E(F,) =p + 1 —t, where [¢t| < 2,/p. Let k be the
smallest integer such that r|(p* — 1), which is called the
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embedding degree. When the embedding degree k is
greater than one, then E[r] is defined over F .

Let P = (xp,yp), Q = (xQ,yQ), and R = (xg,yg) be
affine rational points on E, as can be seen in Eq. (1). The
arithmetic operations over the elliptic curve are defined as
follows.

1) Elliptic Curve Addition (ECA)

If P+ Q, point addition formula for computing
R = P + Q is given as follows:

_ Yo~vyp
A= P 3)
=22 —xp —xp,
{xR - Xp — Xg @
Yr = A(xp — Xg) — ¥p.

2) Elliptic Curve Doubling (ECD)
If P=Q, point doubling formula for computing
R =P + Q = 2P is given as follows:

_ 3x3+a
- 2yp ’ (5)

XR = /12 - pr,
6
{yR = A(xp — xg) — Yp. ©)

3) Elliptic curve Scalar Multiplication (SCM)
Repeating to use + for P leads to the definition of a
point sP, which is P multiplied by s. Point scalar
multiplication formula for calculating R = sP as:
R=sP=P+P+--+P, ()

s—terms

where s > 0.

4) Hash function # onto elliptic curve

Hash function 7 maps any attribute described as a
binary string to a random group element.

¥:{0,1} - G. (8)

Hash function A holds following properties:
Pre-image resistance: For a given output h, it is
computationally infeasible to find a value m such
that H'(m) = h.
2nd pre-image resistance: For a given input m, it is
computationally infeasible to find a value m’,
where m # m’ such that H (m) = H(m").
Collision resistance: It is computationally
infeasible to find two values m and m’, where
m # m' such that 7 (m) = H (m").

5) Pairing map

The subgroups G; and G, over E(IF,,12) are defined as
follows [2]:

{(G}1 = E[r] nKer(m, — [1]),
G, = E[r]n Ker(np - [p]),

where m,, is a Frobenius map.

©)
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A pairing e is a map from two elements in groups G,
and G, to an element in group G, defined as:
e: (GIZ X (Gl 4 (GIT, (10)

which has the following properties [2]:

Bilinear map: For all rational points P € G,, and
Q,Q’" € Gy, and integers a, b € Z,, we have:

e(Q+Q",P)=e(Q,P) e(Q",P), 11)
e(aQ,bP) = e(Q, P)*. (12)

e Non-degenerate: If P = 0 and Q # O, then:
e(Q,P) # 1. (13)

6) Types of pairings

The groups G, and G, are elliptic curve subgroups, and
the group G is the multiplicative group of a finite field.
We have three types of pairings:

Type I: When G; = G,.

Type Il: When G, # G, but an efficiently
computable isomorphism ¢: G, — Gy is known,
while none is known in the other direction.

Type IlI: When G; # G, and no efficiently
computable isomorphism is known between G,
and G, in either direction.

Pairing Type | is also referred to as symmetric pairing,
while pairing Types Il and 11l are known as asymmetric
pairings.

7) Sextic twist

The element of G, is a rational point in E(F,2).
However, it is known to only possess an equal amount of
information with a rational point existing on E'(F,z). Let
z be a quadratic non-residue and cubic non-residue over
IF,2 and defines two elliptic curves as follows:

E:y? = x3 + b over Fp1z,
a2 _ 3 (14)
E":y* = x>+ bz over Fp2.

The sextic twist ¢p: E' — E is defined as follows [2]:

@y) - (z3xz75y).  (15)

¢:E' > E
B. Discrete Logarithm Problem and Elliptic Curve
Discrete Logarithm Problem

The security of pairing-based cryptography relies on the
hardness of the Discrete Logarithm Problem (DLP) and the
Elliptic Curve Discrete Logarithm Problem (ECDLP).

In a finite group, computing a = b* (where a, b € T,
x €Z) is easy but finding x from a and b is a hard
problem, known as the DLP.

LELIiPS. Information Security laboratory Okayama University. [Online].
Available: https://github.com/ISecOkayamaUniv/ELiPS
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In an elliptic curve group, we can easily calculate
R =sP, where P,Re€E(F,) and s€Z However,
recovering s from P and R is a hard problem, known as
the ECDLP.

C. Efficient Library for Pairing Systems

The ELIPS! library serves as a foundation for
cryptosystems. It is a specifically designed cryptographic
library that provides various functionalities such as hash-
to-curve, pairing, elliptic curve addition, elliptic curve
doubling, and elliptic curve scalar multiplication [22].

The ELIPS library, which utilizes the Barreto-Lynn-
Scott (BLS)-12 curve, provides a 128-bit security level. It
employs the BLS curve E with an embedding degree of
k = 12. The work by Hattori et al. [22] demonstrated that
ELiPS provides a slightly faster execution time compared
to previous libraries while maintaining a parameter set that
ensures a high-security level.

Anh et al. [2] conducted a comparative analysis of four
prominent libraries (PBC, MCL, RELIC, and ELIiPS
libraries) in this research area. They compared these
libraries in terms of hash-to-curve, pairing, exponentiation,
scalar multiplication domains, and security level. Table |
suggests that the ELIiPS library holds an advantage in these
domains. Based on this evidence, the ELIPS library is
deemed suitable for the CP-ABE system. Therefore, we
aim to address the drawbacks of ELiPS-Based CP-ABE.

TABLE |. COMPARISON AMONG PAIRING LIBRARIES [2]

Parameters PBC MCL RELIC ELIPS
Security level 80-bit 128-bit 128-bit 128-bit
Hash-to-curve 32[ms] 03[ms] 0.6[ms] 0.1[ms]
Pairing 09[ms] 11[ms] 26[ms] 2.2[ms]
Exponentiation 0.1[ms] 0.8[ms] 13[ms] 0.6[ms]
Scalar G, 12[ms] 0.3[ms] 03[ms] 0.2[ms]
multiplication G, 1.2[ms] 0.4 [ms] 0.7[ms] 0.5[ms]

D. Overview of ELiPS-Based CP-ABE

CP-ABE is an encryption system that enables fine-
grained access control for encrypted information [1, 2]. In
CP-ABE, data encryption relies on a set of attributes and
access to the encrypted data is authorized based on
predetermined access policies linked to those
attributes [1, 2]. This method permits adaptable and
tailored access control, empowering data owners to
stipulate the specific attributes necessary for decryption.

The ELiPS-Based CP-ABE algorithm, primarily based
on hash-to-curve and pairing processes, includes four
primary components [2]:

1) Setup

It primarily employs pairing and exponentiation
operations. This stage initiates by creating the G group,
which possesses an order denoted as 7.

Fig. 1 shows the G generation process. Firstly, the
algorithm generates g; over E(F,) and g; over E'(F,z2).
Secondly, g1 and g5 are mapped to g, in group G, andg,
in group G,, respectively. Thirdly, the generator g in
group G is formed by the operation g, + g5.
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Fig. 1. The process for generating G, G,, and G,.

Then, the algorithm generates random values a, 8 € Z,.,
and utilizes a bilinear map egyr,: G X G — Gy to calculate
the master key MK and public key PK as follows [2]:

MK = (B,d), 7)
PK = (g,h,u,v), (18)
where:
e d=ag,
e h=8g
e u=p"g,
e v=e(g,9)"

However, ELIPS library employs asymmetric pairing;
therefore, it requires the transformation of asymmetric
pairing into symmetric pairing. In previous work,
Anh et al. [2] successfully utilized Shirase’s method to
achieve this transformation by extracting P’ € G, and
Q' € G, from P and Q € G, respectively. Then, the
algorithm uses asymmetric pairing for pairing calculation.
Fig. 2 illustrates the concept of the extraction procedure.

The transformation between asymmetric and symmetric
pairing can be defined as [2]:

esym(Qv P) = easy(eth(Q): ext1(P))

(19)

Fig. 2. Extraction of P’ and Q' in transforming asymmetric pairing to
symmetric pairing.

Next, a method for extracting G, and G, from G is
conducted in the following manner:
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Let I = (p — 1)"*(mod ), where r is an order of
subgroups G, and G,. Then, the values of extl and ext2
can be calculated as follows [2]:

{extl = ([p] - m,)[1], (20)

ext2 = (m, — [1)[1].

The symmetric pairing procedure in ELiPS-Based CP-
ABE is processed as follows:
(1) Calculate the rational points P and Q, where
P,Q €G.
(2) Then, it calls the extl and ext2 functions to
calculate P’ and Q’, as demonstrated in Fig. 2.

P’ = ext1(P),
Q' = ext2(Q),

where P’ € G, and Q' € G,.

(3) Afterward, the algorithm calls e, (Q',P") to
calculate asymmetric pairing. Asymmetric pairing
uses Miller loop and final exponentiation to
calculate and return asymmetric pairing value.

2) Key generation
This step mainly utilizes scalar multiplication and hash-
to-curve operations. The algorithm takes the master key
MK and the set of attributes A as inputs. It proceeds to
calculate the secret key SK, which is associated with the
attribute set A. The algorithm selects a random value
y € Z,, and for each attribute i € 4, it selects a random
value y; € Z,. A hash function # ={0,1}* - G is
utilized. Subsequently, the secret key SK is computed
as [2]:
SK = (Dv{Di'DiI}ViEA)' (21)
where:
[ ]

D=(a+7v)8'g
Di =yg +viH®,
D{ =g

3) Encryption

It mainly employs scalar multiplication and hash-to-
curve operations. The data is encrypted using the tree
structure policy 7. The function ind(t) returns the value
for node t, while the function par(t) returns the parent
node of t in the tree. For each node t, a polynomial g, is
chosen. The process chooses a random value s € Z,,
starting with the R node, setting g (0) = s. Then, for
every t € T,q.(0) = qpar(r)(ind(£)). The leaf nodes in T
are denoted as £, and the function att(t) provides the
attribute value of each node in 7. The message is
encrypted using the access policy T, as follows [2]:

CT = (7,C,C,{C, C}viec), (22)
where:
o (=Mvs
e ( =sh,
e (=q(0)g,
e (] = q0)H (att(D).
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4) Decryption

In this part, pairing and multiplication operations are
predominantly utilized. The decryption process involves
taking the secret key SK and the ciphertext CT, then
computing the plaintext M. The algorithm computes
dec_node(CT, SK, t), which receives CT, SK, and node t
as inputs. If t is a leaf node, the attribute of node t is
obtained as i = att(t). Then, dec_node(CT,SK,t) is
computed as [2]:

e(Di,Ct) ...
) i e g,
dec_node(CT, SK, t) = {ewi,ct) e (23)

null ifi ¢ A.

In this step, a pair of pairing functions is executed for
each attribute. The algorithm also requires a
transformation between asymmetric and symmetric
pairing, as described in Fig. 2 and Eq. (19).

The dec_node(CT, SK, t) function operates on leafless
node t as follows: For each child node ¢ of t, the
algorithm calls dec_node(CT, SK, c) and stores the result
in F.. A; is a list of nodes c, where F, = null. If no such
set exists, the function returns null. Otherwise, the
following calculation is performed [2]:

Let: k = ind(c), A; = {ind(c),Vc € 4.},

Beaor = Tyeatjon iy (24)
Fy = Teea #4490

= HCeAt[e(g,g)ch(o)]Ak.Aﬁ(O)

= Mees[e(g, ) Wr@aEN ) esio (25)

var(K4a,
=leea,e(g.9)" " KAL©

= e(g, 9)""®.

To decrypt the data, the algorithm first calls the
dec_node(CT, SK, R) function. If the attributes A match
the tree access structure T, we set [2]:

A = dec_node(CT,SK,R)
= e(g, g)V "R (26)
=e(g, Y.
The encrypted data is decrypted using the following
Eq. (27) [2]:

A
e =M. @7)

I1l. PROPOSED METHODS

The objective of this paper is to reduce decryption
processing time of ELiPS-Based CP-ABE. To accomplish
this goal, the authors suggest:

e The decryption Eq. (23) is transformed to Eq. (28),
which includes a Miller loop and final
exponentiation bases.

e The number of final exponentiation operations is
proportional to the number of attributes.

e The final exponentiation is minimized to be
executed only once at the last step.

e The number of inversion operations in the
Lagrange coefficient part is reduced by using one
inversion operation.

A. Minimizing the Number of Final Exponentiations
Method

For data decryption, in accordance with Egs. (23) and
(25), the algorithm conducts a pair of pairing calculations
for each attribute. The pairing operation includes Miller
loop and final exponentiation. Therefore, we propose to
transform the decryption equation to Miller loop and final
exponentiation as follows:

4
?:1 I:e(DL'CL) (28)

e(D}c/

where:
e nis the number of attributes.
* fpo be a Miller loop result with P and Q on
elliptic curve as inputs.
e A; is the Lagrange coefficient, 4; € Z,,

4; = ;'1=1,]'==i:]j =Yjorjz—JE =N (29)

e (i—j)listhe inverse of i — j over Z,.

The pairing e is formed through the Miller loop and
final exponentiation. Thus, in Eq. (28), both the Miller
loop and final exponentiation are utilized for each pairing
per attribute.

Therefore, the authors propose a formula aiming to
decrease the number of final exponentiations. From
Eqg. (28), the authors propose a formula transformation as
follows:

- A .
n ey |™
i=1 T A1

(D} .C

n (fDi'Ci) i
=1 pk-1

(30)

|
[
e
ot
/-~
==
RS A
N
\/
B
—
=
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In Eqg. (30), it decreases the number of final
exponentiations. It also employs the Miller loop for each
pairing; however, it utilizes the final exponentiation only
once at the end.

Consequently, Egs. (28) and (30) demonstrate that our
proposed method effectively reduces the number of final
exponentiations by 2n—1 times, improving the
efficiency of ELiPS-Based CP-ABE.

B. Minimizing the Number of Inversions Method

The inversion operation is one of the operations that has
an expensive calculation cost. However, the Lagrange
coefficient in decryption part is calculated as follows:

Ay =Yy jel—iE = D7

According to Eq. (31), the inversion operation is used in
the Lagrange coefficient part for every number of
attributes. Consequently, in this paper, we propose a
method to improve the efficiency of the decryption part by
minimizing the number of inversions as follows:

(1) Calculate product:

@31

A = 1oy jui@ — - (32)
(2) Then, calculate inverse of A;:
A= (34)

c/li.
(3) Afterward, we can calculate the inversion as
follows:
(=N = A7 e kpipe (0 = K. (35)
The calculation in Eq. (35) decreases n— 1 times
inversion operations and increases 3(n—1) times
multiplication operations. This algorithm is known as
Montgomery’s trick. However, the cost of multiplication

is much lower than that of inversion. Therefore, this
method is more effective than Eq. (31).

IV. EVALUATION AND DISCUSSION

In this section, the authors present a brief discussion
about the security analysis for the proposed scheme.
Subsequently, we outline our experiment aimed at
assessing the correctness of proposed formulas and their
performance. Additionally, we compare the performance
of our proposed decryption method in ELiPS-Based CP-
ABE with that of previous work [2].

A. Security Analysis

1) Security level

According to Eqgs. (22) and (27), to decrypt encrypted
data, one needs to calculate the value of e(g, g)* or
e(C,D)/e(g,9)¥".

e To recover value e(g, g)*, attackers have to find

a and s. However, based on DLP and ECDLP,
computing @ fromd = ag orv = e(g,g)* and s
from C = sh is infeasible.
To calculate value e(C,D)/e(g, g)"°, adversaries
can calculate e(C, D) using C from the ciphertext
and D from the user’s secret key. However, the
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value of e(g, g)¥* remains blinded. Recovering y
from D = (a +y)p~1g and s from C = sh are
challenging problems, according to DLP and
ECDLP. Another approach for attackers to recover
e(g,g)"*® is through collusion attacks. Next, we
present resistant colluding users’ analysis in our
proposal.

where g,h € E(F,),a,B,v,s € Z,. In our system, r has a

308-hit length, therefore, the proposed scheme remains at

a 128-bit security level.

2) Collusion attack

According to Ref. [23], the primary challenge in the CP-
ABE scheme is collusion attack. Based on the CP-ABE
algorithm and Eq. (27), the attacker needs to recover two
values such as e(C,D) and e(g,g)"°. However, the
attacker is still blinded by the value e(g, g)¥°. This value
can only be recovered if and only if enough the user has
the secret key component to satisfy the access policy
embedded in the ciphertext. As a result, collusion attacks
are ineffective because the blinding value y is randomized
to the randomness from a particular user’s secret key.

It is clear that, considering the security level, collusion
attack analysis, Egs. (30) and (35), the proposed scheme
not only reduces the number of final exponentiations and
inversions by 2n — 1 times and n — 1 times, respectively,
but also maintains the required security level and is
resistant to potential attacks.

B. Decryption Cost Comparison

Here, we present a comparison of decryption costs
among CP-ABE schemes, as shown in Table Il. These data
reveal that the decryption cost of our scheme reduces the
number of final exponentiations and inversions by 2n — 1
times and n — 1 times compared to Refs. [2] and [23].
When compared to Refs. [24] and [25], our scheme not
only remains the number of inversions at constant 2 but
also reduces the number of final exponentiations,
consistently remaining at only 2 final exponentiations.
Table Il demonstrates that the proposed scheme reduces
the number of final exponentiations and inversions to a
constant of 2. Therefore, our scheme may be effective and
competitive with other schemes.

TABLE Il. COMPARISON OF DECRYPTION COST AMONG CP-ABE

SCHEMES
Schemes Inversion Miller loop Final exp
[23] n+1 2n + 1 2n + 1
[24] 2 n+2 n+2
[25] 2 T+2 T+2
[2] n+1 2n + 1 2n + 1
Proposal 2 2n + 1 2

Note: n is the number of attributes,  is the maximum number of
multi-use [25].

C. Evaluation of the Proposed Formula, Reducing the
Number of Final Exponentiations

Firstly, through experimentation, we assess the
correctness and performance of the previous formula and
our proposed formula, which reduces the number of final
exponentiations. The author implemented Egs. (28)
and (31) to measure the execution time, progressively
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increasing the number of pairs pairing from 5 to 20. During
the experiment, we used the devices and software as
depicted in Table I1I.

TABLE Ill. EXPERIMENTAL ENVIRONMENTS

Devices and Software Descriptions

0os Ubuntu 22.04.1 LTS
CPU Intel(R) Core(TM) i7-6600U CPU @
2.60GHz
Memory 4GB
Language C
GMP version 6.2.1
GCC version 11.3.0
GCC optimization level -02

We executed the calculations 10,000 times for each
scenario to measure the computation time and then
calculated the average values. The experimental results
reveal that the outcome of Eq. (28) is identical to the result
of Eg. (30). These results validate the correctness of our
proposed formula. Moreover, as depicted in Fig. 3, our
proposed Eqg. (30) reduces the execution time by an
average of 43.61% compared to the previous Eq. (28).

20

Fig. 3. Comparison of execution time between Egs. (28) and (30).

1007 Eq. (28) 2]

Eq. (30) [Proposal]

804

) 5 10 15

Number of pairs pairing

Execution time (ms)

20

D. Evaluation of the Proposed Formula, Decreasing the
Number of Inversions

Secondly, the authors assess the correctness and
performance of the method, which decreases the number
of inversions. We implemented Eqg. (31) and our method
to measure the execution time, progressively increasing
the number of variables from 5 to 20. We ran the
experiment 10,000 times, then took the average execution
time. The experimental results show that the inversion
result of Eq. (31) is identical to the result of Eq. (35). These
results demonstrate the correctness of our proposed
method.

Furthermore, Fig. 4 illustrates our proposed Eq. (35)
decreases the execution time by an average of 74.39%
compared to the Eq. (31).

Subsequently, we successfully implemented our
proposed method into ELiPS-Based CP-ABE.
Additionally, we conducted several evaluations to
compare our work with previous research [2].
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BN Eq.(31)[2]
Eq. (35) [Proposal]
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Fig. 4. Comparison of execution time between Egs. (31) and (35).
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E. Evaluation of Decryption Performance with Our
Proposed Methods

We successfully employed our proposed methods into
ELiPS-Based CP-ABE and implemented several scenarios,
which increase the number of attributes from 5 to 100, to
measure the decryption time. Then, the authors compare
the decryption time of their proposed method with the
previous work [2]. In this evaluation, we run setup, keygen,
and encrypt functions once. However, we executed the
decrypt function 10,000 times to measure the decryption
time for each scenario, then calculated the average values.
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Fig. 5. Compare decryption time between previous work [2] and our
work.

Fig. 5 gives information that our decryption
performance is faster than the previous work [2] across
various scenarios. Decryption time in our proposed
scheme decreased by an average of 45.45%. In addition,
Fig. 5 also shows that the decryption time in the proposed
scheme is more efficient when the number of attributes
increases and can effectively handle a large number of
attributes. This is because our proposed formula decreases
the number of final exponentiations by 2n — 1 times and
the number of inversions by n — 1 times, where n is the
number of attributes.
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V. CONCLUSION

The authors proposed methods that minimize the
number of final exponentiations and inversions to reduce
the decryption processing time of ELiPS-Based CP-ABE.
The proposed formula effectively decreased the number of
final exponentiations and inversions by 2n — 1 times and
n—1 times, respectively. Experimental results
demonstrate that our scheme decreases the decryption time
by an average of 45.45% compared to previous work. Our
system has been successfully implemented within the CP-
ABE framework, making it applicable in practical
applications. Future developments will further improve the
decryption cost of ELiPS-Based CP-ABE. Additionally,
we will try to integrate our proposal into the blockchain
system.
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